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ARGE DATEN - PRIVACY AUSTRIA
Hans G . Zeger, Cha irman
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It's part of my da ily job to dea l with questions by the media whether a certa in surveillance
measure, a new register or a new technology will bring us closer to surveillance society. They
have asked me such questions for the last twenty years. Even the longest pa th cannot have
so many steps tha t you will not fina lly reach the destina tion.

We should therefore confront the awful truth, tha t we have long arrived a t surveillance
society in its classica l sence. Never before citizens have left so many exploitable - mostly
digita l - marks be it through their travelling habits, their communica tion or their
consumerhabits, in the workplace or in public. Never before was it so easy for public
authorities and companies to retrace people's behavior. The examples are never-ending and
in spite of this, the classica l security-concept to ensure security through surveillance is not
working a t a ll. Nowadays we have more surveillance and more crime.

C lassica l surveillance does have a positive and comforting aspect. Surveillance and
monitoring is a ttractiv to many people, implying tha t there is somebody who looks a fter
them, who takes care of them. Surveillance brings order into a world tha t is becoming
increasingly unclear and threa tening.

The collapse of the concept "Security through Surveillance" has led to completely new
approaches. No longer the concrete behavior is recorded and if necessary sanctioned, but
expressions of da ily routines are collected ahead (see Da ta-Retention, see Passenger Record
Transfer). Lists and registers are crea ted ahead of absolutly every move to score suspicios
behaviour in advance, long before it becomes crimina lly relevant. Whoever does not have
an adequa te a libi is a suspect. Presumption of innocence is replaced by suspicion of guilt
which needs to be averted through good conduct.

We are today on the cusp of a new era . We are a t the beginning of an a libi- and scoring-
society.

G enera l characteristics, like marita l sta tus, age, type of employment contract, which street
somebody lives on etc. are serving today to ca lcula te an individua l's scoring va lue. The
va lues regula te access to economica l, socia l and soon a lso to politica l life. Today these
va lues are ma inly significant in the economic sector but a lso politicians start wondering
whether to restrict the access to jobs, to freedom of travelling, and of communica tion to in-
va lid persons, persons with too low scoring. The "three-strike-out" idea to completely lock out
peculiar ínternetusers from the internet points exactly in this direction.

This a libi- and scoring-society fundamenta lly cha llenges our core va lues und human rights.
The issue is no longer the dispute with a sta te who controls more or less, but the defense of
a direct a ttack on our human rights.

In this context it will be useful to remember some of our core va lues.
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Article 1 , 1st paragraph of the European Da taprotection D irective clearly sta tes to the goa ls
of our informa tion society: "In accordance with this D irective, Member Sta tes sha ll protect the
fundamenta l rights and freedoms of na tura l persons, and in particular their right to privacy
with respect to the processing of persona l da ta".

Freedom, fundamenta l rights and privacy are centra l terms for the organisa tion of our
informa tion-society - not the other way round - we must not subordina te our fundamenta l
rights and our priva te life to an omnipresent security-paranoia

Now I ask you, wha t va lue could privacy have if we no longer have the freedom to shape it
ourselves and to decide which part of it to present, if we loose our freedom to speak out
freely. Centra l to this freedom is a lso the liberty to act or speak ca llowly stupidly and
controversia lly.

Wha t va lue would our freedom have, if we could only say wha t is right and move a long the
ma instream? We would no longer live in a free society but ra ther in a labyrinthof wa lls of
glass, where freedom is only pretended.

For the past 300 years our civilisa tion can look back a t an unprecedented success-history,
thanks to freedom, thanks to fundamenta l rights and a lso thanks to the possibility to explore
new areas through tria l and error. This successstory must not be destroyed by gerera lly
suspecting a ll citizens, by deviding them into va lids and in-va lids, by thought control and
placing bans on the expression of individua l views.

The protection of privacy is directly linked to the protection of free speach and free
expression in public. In my la test book about Web2 .0 I have crossed out the danger tha t
every restriction to free expression of opinion in these new socia l networks is a dangerous
step towards a new censorship-society. Therefore we must develop concepts to secure
freedom even in a new frightening technologica l landscape

In doing so, we will have to draw a ca tegorica l line between the freedom of individua ls and
actions set by institutions. Wha t individua ls rightly cla im as part of their human rights, must
be denied to authorities and companies. They need extensive control by our civil society, they
must become much more transparent than today. They need precisely the kind of
transparency for themselves, they impose on more and more people nowadys.

I wish this conference an intense exchange of ideas and many new concepts. May this
conference contribute to securing our fundamenta l rights in our informa tion society.

Hans G . Zeger, degree in philosophy, ma thema tics, socia l sciences, author of "MENSC H . N UMMER.
DATENSATZ. Unsere Lust an tota ler Kontrolle", Residenzverlag 2008 , "Para lleluniversum Web2 .0",
Kremayr&Scheriau 2009 and numerous further case-publica tions, lecturer a t Juridicum Vienna ,
member of the Da ta Protection Council a t the Federa l Chancellery of the Republic of Austria and
chief executive officer of "e-commerce monitoring G mbH", cha irman of "ARGE DATEN - PRIVACY
AUSTRIA" (http: / /www.zeger.a t)
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Introduction
 The Project European Privacy Open Space (PrivacyOS) aims at bring-
ing together industry, SMEs, Government, Academia and Civil Soci-
ety to foster development and deployment of privacy infrastructures 
for Europe. The general objectives of PrivacyOS are to create a long-
term collaboration in the thematic network and establish collective 
interfaces with other EU projects. Participants exchange research 
and best practices, as well as develop strategies and joint projects 
following four core policy goals: Awareness-rising, enabling privacy 
on the Web, fostering privacy-friendly Identity Management, and 
stipulating research.

Over a two-year lifetime of the project four Open Space conferences 
will be held, possibly co-located with other events to extend the net-
work further. So far, three conferences have been taken place.

The 1st PrivacyOS Conference was held on the 13th to 15th of Octo-
ber 2008 under the patronage of the Member of the European Par-
liament, Alexander Alvaro and co-located to the 30th International 
Privacy Conference in Strasbourg. The 36 participants from industry, 
SMEs, Government, Academia and Civil Society from 12 di$ erent EU 
countries autonomously developed the agenda corresponding to 
ongoing topics.

The 2nd European Privacy Open Space conference, held in Berlin, 
April 1st to 3rd, 2009 in co-location to the “re:publica” conference, 
brought together 77 participants from 11 di$ erent EU countries. 
Their self-set conference agenda included discussions and presenta-
tions covering Social Networks (Access Control, Netiquette, Human 
readable Privacy Policy), data protection among minors, eHealth and 
eGovernment as well as EU Projects like Fidis and PrimeLife. 

This report focuses on the 3rd PrivacyOS conference, which was held 
in Vienna, October 26th and 27th 2009, co-located with the Austrian 
Big Brother Awards. 50 participants attended the conference and de-
vised the agenda with 21 presentations in two parallel tracks. The 
topics of the presentations discussed included, amongst others: data 
protection awareness, data protection in healthcare, data protection 
in the Web 2.0, privacy-related technologies such as EnCoRe, TOR 
or Microformats as well as regulatory, cultural and sociological im-
plications of data protection. Also at the 3rd PrivacyOS conference 
the software product “KiwiSecurity” was awarded the EuroPriSe Seal 
(European Privacy Seal, www.european-privacy-seal.eu). EuroPriSe 
is an initiative of the data protection authority Unabhängiges Lan-
deszentrum für Datenschutz Schleswig-Holstein (ULD), Germany. It 
has been started as a European Project under the eTEN programme.

With participants from 10 EU countries (and one participant from the 
US) from di$ erent professional backgrounds, the talks given at Pri-
vacyOS displayed a broad variety of views from a multidisciplinary 
perspective on privacy-related topics. Thus the goal of PrivacyOS 
to give partners and participants the opportunity to articulate and 
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exchange best practices, challenges and solutions was achieved via 
presentations and discussions of the participants within and in be-
tween sessions.

The 3rd PrivacyOS Conference started with an opening by its patron 
Hans G. Zeger. Zeger is chairman of Austria’s most important privacy 
NGO, ARGE Daten. He focused “On the Way to Scoring Society”. Zeger 
described how the growth of surveillance society challenges the clas-
sical “Security through Surveillance” paradigm and how we slightly 
shift towards an alibi and scoring society. He demanded extensive 
control of networks and enterprises by users and by civil society, stat-
ing that they “need precisely the kind of transparency for themselves 
[that] they impose on more and more people nowadays.”
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Presentations
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1. 
The Role of D

PA
s in Raising Aw

areness about data Protection
by Jelena Burnik, Eva Kalan, M

ojca Kom
ac and Blaz Pavsic (Inform

ation Com
m

issioner of the Republic of Slovenia)

In this shared slot, two Euro-
pean Data Protection Agencies 
(DPAs), namely the Information 
Commissioner of Slovenia and 
the Spanish APDCM (Agencia de 
Protección de Datos de la Comu-
nidad de Madrid), gave insights 
in their current activities and 
strategies.

The Slovenian delegation out-
lined the new challenges to-
wards data and privacy pro-
tection and why these require 
further professionalization for 
DPAs especially in IT. Biometrics, 
road tolls and behavioural mar-
keting/pro# ling pose current 
challenges to their DPA. The four 
speakers described their DPAs 
ambitious goal of answering 
every # led complaint or inquiry 
within 10 days.
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2. 
Raising aw

areness on privacy: Creating a data protection culture
by Francisco J. Lopez Cam

ora (Agencia de Protección de D
atos de la Com

m
unidad de M

adrid)

The Madrid DPA is working to-
wards the establishment of a 
Data Protection Culture. Within 
the last 12 years, 40,000 public 
employees have been trained 
by them. The APDCM also pro-
vides an on-line support and e-
learning platform for data con-
trollers. This is well-grounded 
by a variety of classic dissemina-
tion channels, for example the 
production of several print and 
audiovisual publications, free 
digital reviews or such a yearly 
prize competition for Best Prac-
tice initiatives.

Both DPAs once more stressed 
the role of trans-European co-
operation of DPAs, especially as 
regards awareness raising.
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3. 
The Spy at hom

e: Rem
ote Forensic Softw

are
by Florian Eichelberger, quintessenz e.V.

In the parallel session, titled 
“The Spy at Home: Remote Fo-
rensic Software”, Florian Eichel-
berger of Austrian privacy activ-
ist organization quintessenz e.V. 
informed about the possibilities 
and problems of so-called re-
mote forensic software (RFS) in 
law enforcement. US-based law 
enforcement agencies are al-
ready allowed to use technolo-
gies such key loggers, Trojan 
horses or web tra"  c intercep-
tion. The speaker dealt with the 
current (legal) situation in Aus-
tria in detail.
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4. 
Ensuring Consent and Revocation: U

K´s EnCoRe Project
by Pete Bram

hall, H
P Labs

On behalf of Hewlett-Packard 
Laboratories UK, Pete Bramhall 
presented on the EnCoRe re-
search project. This three year 
project aims to create mecha-
nisms that enable data proces-
sors to obtain customers con-
sent to data collection, storage, 
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use and sharing in a convenient, 
reliable and revocable way. To 
illustrate this goal, the speaker 
used the picture of turning on 
and of a tap for allowing or re-
voking consent.

Among the project outcomes 
there will be technical archi-
tectures and prototypes, reg-
ulatory recommendations, 
compliance and certi# cation 
proposals as well as taxonomy 
and requirements formalisation 
e$ orts. Bramhall explained the 
regulatory, business, end-user 
and technological challenges 
and informed about the current 
project status.
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5. 
Privacy Report: Rom

ania
by Bogcan M

anolea, APTI-Rom
ania / ED

Ri

Supplementing the DPA reports 
from Slot 1, Bogdan Manolea 
(EDRi) reported on the state of 
privacy and data protection in 
Romania from a NGO perspec-
tive. After a short introduction 
into Romania’s privacy politics, 
the speaker went into detail on 
three of the most present topics 
in Romanian DPA activities: Bio-
metric passports (which are in a 
project pilot in one Romanian 
province and heavily disputed), 
national data retention legis-
lation for telecommunication 
providers (which su$ ered from 
negative media coverage and 
is challenged by NGOs), and the 
national DNA database.

In conclusion, Manolea urges 
for the Romanian DPA to be-
come more active in the process 
of awareness rising. In addition 
he opts for a stronger and more 
respected position of the DPA 
within the legal framework and 
political system of Romania.
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6. 
The Battle betw

een “M
P3 Pirates” and “Privacy Buccaneers”

by Cedric Laurant

Independent privacy consultant 
Cédric Laurant investigated the 
question of how to balance Dig-
ital Rights Management (DRM) 
systems between user privacy 
and copyright protection in his 
presentation titled “The Battle 
between ’MP3 Pirates’ and ‘Pri-
vacy Buccaneers’”.

Outlining the history of DRM 
systems, the speaker stated 
that they were invented tackle 
with paradigm changes that 
came along with the vanished 
reproduction cost of digital 
contents. DRM were thought to 
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be the foundation for new busi-
ness models for the producing 
industry, but turned out to pose 
various threats to creators and 
artists as well as to the users.

He described which stakehold-
ers involved in a typical DRMS, 
mentioning and di$ erentiating 
clearinghouses, distributors, 
content providers, rights own-
ers/creators, consumers/end 
users, producers of end user 
equipment (players etc.) and 
possibly government agencies 
and regulators.

As for the advantages of DRMS, 
which allow for users licence 
validation by rights owners, Lau-
rant summarized: downstream 
use (delivering controlled ac-
cess top-down), the possibil-
ity for temporal modi# cation of 
rights, outsourcing possibilities 
with responsibilities and license 



3rd PrivacyOS Proceedings – Vienna, October 2009 37

!"#$&G))=1)&B+,&N+2)=91,)

. M>>1))&725&=)761

. /,72):7,12>-&

. JG2*1,+:1,7;(8(*-L&

. JQ,(?7>-L

N+2)=91,)O&7**(*=51)&*+37,5)&!"#$

VN+99+2&$12)1%

. N+2)=91,&7>>1:*7;(8(*-&()&41-&B+,&

;=)(21))&)=>>1))

. N+2)=91,&>+2B(512>1&725&*,=)*&(2&

)1,?(>1)&()&:(?+*78

. $1?1,78&51B(>(*)&(2&>+2)=91,&

7>>1:*7;(8(*-&>72&;1&+;)1,?15W

N+2)=91,)O&7**(*=51)&*+37,5)&!"#$

. )&B+,915&=%78+6=1&7;+=*&N+2)=91,&,>>1:*7;(8(*-&+B&

!(6(*78&<(60*)&#72761912*&$+8=*(+2)&(2&>=,+:1&

JVGE!GNM"PWLO)&3+,4&&&&

H X:12&5(78+6=1&+B&)*7410+851,)

J$11&!,@&N7,)*12&X,37*F&VM278-)()&+B&N+2)=91,&G))=1)&725&Q7*0)&B+,&N+2>,1*1&

M::,+7>01)W&JScciLL

!"#$%&M5?72*761)
Q,+*1>*(+2&*0,+=60+=*&N+2*12*&b(B1>->81)

. !"#$&7,1&7;81&*+&:,+*1>*&767(2)*&=27=*0+,(_15&=)1&+B&)+B*37,1F&

9=)(>F&B(89F&(9761)F&?(51+)F&1*>@

. /01-&)7?1&+2&>+9:72-&*(91&725&,1)+=,>1)&*07*&3+=85&;1&,1`=(,15&

=:)*,179&*+&51*1>*&725&51*1,&*01B*@

! !"#$T127;815&:,+*1>*(+2&>72&>+2*(2=1&*0,+=60+=*&*01&5()*,(;=*(+2&

+B&*01&>+2*12*F&7=5(*(26&+B&(*)&=)1F&725&7>>+=2*(26&B+,&(*)&B11)&725&

8(>12)1)@

!"#$%&M5?72*761)
X=*)+=,>(26&3(*0&,1):+2)(;(8(*-

. XBB)0+,1&:,+>1))(26&725&57*7T>+2?1,)(+2&)1,?(>1&;=,17=)&07?1&8+26&
;112&7&)*7:81&+B&*,751F&*1>02(>78F&:,+B1))(+278&725&57*7;7)1&
:=;8()01,)@

. $+B*37,1&725&12*1,*7(2912*&:,+5=>*)&7,1&,+=*(218-&+=*)+=,>15@&
A,+3(26&*,125&*+&,18-&+2&+=*)+=,>15&:1,)+2218&B+,&*01&,+81)&
>+9:72(1)&*,75(*(+2788-&,1)1,?15&B+,&19:8+-11)@

. #72-&:1+:81&3+,4(26&+2&5(6(*78&>+2*12*&:,+5=>*)&725&:,+>1))1)&5+&
2+*&21>1))7,(8-&07?1&*01&)791&8+-78*-&*+&*01&>+9:72-@

! !"#$&>72&7))=,1&7::,+:,(7*1&81?18)&+B&7>>+=2*7;(8(*-@

!"#$%&M5?72*761)
"16=87*+,-&725&C=)(21))&$*7257,5)

. b16()87*(?1&725&,16=87*+,-&)*7257,5)&(2>8=51&)1>=,(*-&725&:,(?7>-&
,1`=(,1912*)&

! !"#$&)+8=*(+2)&7,1&7;81&*+&+BB1,&7))=,72>1&*07*&:,+>1))(26&
+:1,7*(+2)&+2&5+>=912*)&(2>8=5(26&:1,)+278&57*7&>+9:8-&3(*0&*01&
9+)*&>=,,12*&,16=87*+,-&,16(91)&+2&:,(?7>-&725&)1>=,(*-@

!"#$%&M5?72*761)
#+5(B(>7*(+2&+B&,(60*)&+?1,&*(91

. $-)*19)&9=)*&;1&7;81&*+&7>>+99+57*1&>07261)&;-&=:57*(26&
:7,791*1,)&+B&,(60*)&725&=)761&7)&211515&*+&7>>+99+57*1&213&
5()*,(;=*(+2&9+518)@

. b7>4&+B&7;(8(*-&*+&>07261&7>>1))&,(60*)&*+&>+2*12*&>72&;1&7&)1,(+=)&
;=)(21))&8(7;(8(*-F&>+)*&7&8+*&+B&9+21-&725&;1&7&5()(2>12*(?1&*+&
>=)*+91,)@

! !"#$&>72&B7>(8(*7*1&>+887;+,7*(+2&;-&:1,)()*12*8-&:,+*1>*(26&>,(*(>78&
>+:-,(60*&;1-+25&;=)(21))&:,+>1))&+B&>+,:+,7*1&+,672(_7*(+2)@

!"#$%&M5?72*761)
!+32)*,179&a)1

. N+9:72(1)&7,1&7;81&*+&2'$%?'/+81&#/1$$'2+088'--+21@&-#/'06+)+&
*07*&*01(,&3+,4)&+B&7=*0+,)0(:&>72&;1&8(>12)15F&51:8+-15&725&
,1:=,:+)15&;-&;=)(21))&:7,*21,)&%&+0881/20&8'+@%#:+#'/6-+1A+
05/''6'&#-@&

. !"#$%&'%&#=)(>&:=;8()01,)&8(>12)1&!"#T127;815&>+2*12*&*+&+28(21&
*,72)7>*(+278&+,&)=;)>,(:*(+2&)1,?(>1)@&/01&!"#T127;815&>+2*12*&788+3)&
;+*0&5()*,(;=*+,)&725&>+2)=91,)&*+&>0++)1&B,+9&9=8*(:81&B11fB,11&
;=)(21))&9+518)@&K+,&1Y79:81F&*01&>+2*12*&>+=85&;1&(2>8=515&(2&;+*0&
*01&B,11T:87-&8()*&B+,&+21T*(91&=)1&+2&9=8*(:81&51?(>1)F&+,&(*&>+=85&;1&
8(>12)15&+2&7&B11TB+,&:87-&=)1&;-&915(7&>+9:72(1)F&:=;8()01,)&
>+,:+,7*1F&6+?1,2912*&+,&(2)*(*=*(+278&=)1,)@&K=,*01,F&3(*0&!"#T127;815&
>+2*12*F&+321,)&97-&>0+)1&*+&:1,9(*&8(>12)11)&*01&7;(8(*-&*+&,1T5()*,(;=*1&
+,&12*1,&(2*+&,1:=;8(>7*(+2&76,11912*)@

!"#$%&M5?72*761)
N+2*,+8&M>>1))&!=,(26&I+,4B8+3&

. N,(*(>78&B=2>*(+2&+B&!"#$%&81&#/1$$%&5+0$$1@'2+"-'-++B&5(6(*78&
3+,4)&+B&7=*0+,)0(:&2"/%&5+@1/;A$1@@&

. !"#&*1>02+8+6-&1Y*125)&725&12072>1)&*01&*,75(*(+278&,+81T;7)15&
7>>1))&;-&:,151*1,9(2(26&725&>+2*,+88(26&*01&1Y7>*&=)1J)L&+B&
>+2*12*@

. !"#$%&'%&M&5,7B*&972=B7>*=,(26&6=(518(21&>(,>=87*15&79+26&72&
(2*1,27*(+278&)*7257,5)&>+99(**11&*+&30(>0&7,1&:7,*(>(:7*(26&?7,(+=)&
>+9:72(1)@&a)(26&!"#&*1>02+8+6-F&*0()&>72&;1>+91&7&>8+)15&
>(,>=87*(+2@&/01&5,7B*&6=(518(21)&7,1&(2&7&*79:1,T:,++B&B+,97*F&3(*0&:,(2*T
+28-&=)1,T,(60*)F&8(9(*15&*+&7&:,1T51*1,9(215&*(91B,791F&7B*1,&30(>0&*01&
5,7B*&()&3(*05,732&725&,1:87>15&;-&*01&B(278&)1*&+B&6=(518(21)@&/01&+321,&
+B&*01&>+2*12*F&01,1&*01&)*7257,5)&>+99(**11F&>72&3(*05,73F&78*1,F&+,&
6,72*&:1,9())(+2)&,187*15&*+&*01&>+2*12*&7*&72-&*(91@
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/0,17*)&+B&!"#$&B+,&(25(?(5=78)O&:,(?7>-

. !"#$&07)&*01&:+*12*(78&*+&9+2(*+,&V:,+5=>*&

=)761F&(2*1881>*=78&;107?(+=,F&*7)*1)&725&

07;(*)W&JGE!GNM"PL

H VP):1>(788-&;-&=2(`=1&(512*(B(1,)&725&*,7>4(26&

+:*(+2)W

H VXB*12&=242+32&*+&>+2)=91,)&725&3(*0+=*&72-&

(9:8(15&>+2)12*W

H VP):1>(788-&+28(21%&,1:+,*(26&;7>4F&:1,)()*12*&

=)761&>+2*,+8F&,19+*1&,1?+>7*(+2W

/0,17*)&+B&!"#$&B+,&(25(?(5=78)O&:,(?7>-

. A,+3(26&*,125&*+37,5)&60--%?'+2%--'6%&0#%1&+1A+2%5%#0$+
#/08'-+9751&+B&*01&:1,)+278&(2B+,97*(+2&7;+=*&:=,>07)1,)&+B&
3+,4)&+B&7=*0+,)0(:@

. B1--+1A+0&1&C6%#C+;1>7=)1&*01&:=,>07)1&()&9751&3(*0&>,15(*&
>7,5)&+,&+*01,&:7-912*&9172)&*07*&5()>8+)1&*01&:=,>07)1,O)&
(512*(*-@

. X;<1>*(?1&+B&*01&>+881>*(+2&+B&:1,)+278&57*7&()&*+&;=(85&7&
2'#0%$'2+3/1A%$'++2&*01&:=,>07)1,@

. Q,+B(81&97-&(2*12*(+2788-&+,&2+*&(2>8=51&-'&-%#%?'+3'/-1&0$+
20#0+(2B1,,15&B,+9&9=)(>F&?(51+F&1T;++4)&:=,>07)15%&
:0(8+)+:0(>78F&:+8(*(>78&,18(6(+=)F&)1Y=78F^&:,1B1,12>1)@

. Q,+B(81&(2B+,97*(+2&()&*012&=)15&B+,&-"//'3#%#%1"-+D':0?%1"/0$+
02?'/#%-%&5+0&2+20#0+6%&%&5+725&,1)781@

. Q,+B(81&(2B+,97*(+2&97-&;1&2%-8$1-'2+$0#'/+#1+51?'/&6'&#0$+
'&#%#%'-@

/01&B=*=,1&+B&!"#$
. C=)(21))&7>*+,)&)7-%&J1Y*,7>*)&B,+9%&GE!GNM"P&Q,+<1>*O)&:,1)12*7*(+2L

H g@&V!"#&()&191,6(26&7)&7&B+,9(57;81&213&>07881261F&725&(*&()&1))12*(78&B+,&!"#&

)-)*19)&*+&:,+?(51&%&#'/13'/0D$'+-'/?%8'-@W

H S@&V$+8=*(+2)&*+&!"#&>07881261)&3(88&127;81&=2*+85&79+=2*)&+B&213&>+2*12*&*+&;1&

9751&7?7(87;81&(2&)7B1F&+:12F&725&*,=)*15&12?(,+2912*)@W

H R@&V/01&*1>02+8+6-&>72&;1&1Y:1>*15&*+&;1&017?(8-&=)15&(2&*01&B=*=,1&*+&)=::+,*&

5(6(*78&8(;,7,-&>+881>*(+2)F&>+51&725&)+B*37,1&51?18+:912*F&5()*72>1&15=>7*(+2F&

725&21*3+,415&>+887;+,7*(+2F&79+26&+*01,&7::8(>7*(+2)@W

H h@&/01&!"#&)*7257,5(_7*(+2&:,+>1))&V3(88&;1&(9:+,*72*&B+,&*01&12*(,1&!"#&)1>*+,F&

725&(*&()&(9:+,*72*&*07*&788&>+99=2(*(1)F&(2>8=5(26&>+2)=91,)F&;1&017,5&5=,(26&

*01)1&)*7257,5(_7*(+2&:,+>1))1)&(2&(25=)*,-&725&)1>*+,T21=*,78&)*7257,5)&

+,672(_7*(+2)@W

. j1)F&Ca/&57*7&)=;<1>*)&372*%

H g@&G2*1,+:1,7;81&)1,?(>1)&@%#:1"#+E%&#'/13'/0D%$%#CF+1A+#:'%/+3'/-1&0$+20#0@

H S@&V$7B1F&+:12&725&*,=)*15&12?(,+2912*)W%&XkF&;=*&*01,1&(*&>722+*&;1&7&V*,=)*15W&

12?(,+2912*&3(*0&>+:-,(60*&0+851,)&5(,1>*8-&0+85(26&*01&57*7&)=;<1>*)O&:1,)+278&

57*7@

H R@&A++5@

H h@&j1)%&3/%?08C+DC+2'-%5&+G!<+0&2+9H+81&-"6'/-@

!"#$&G))=1)&B+,&N+2)=91,)

. /,72):7,12>-&H&$+8=*(+2)&=251,&

5()>=))(+2%

H N817,F&>+2512)15F&)*7257,5()15&>+2*,7>*&

(2B+,97*(+2&(')*+'&:=,>07)1&211515

H b7;188(26&+B&VK7(,&/1,9)WF&)=>0&7)%

. "1):1>*(26&B7(,&>+2*,7>*&*1,9)

. <'-3'8#%&5+02?0&8'2+20#0+3/1#'8#%1&+0&2+

3/%?08C+-#0&20/2-

. "1):1>*(26&V*,=1W&(2*1,+:1,7;(8(*-&

. A,72*(26&8+26T*1,9&=)7;(8(*-&+B&:=,>07)15&

>+2*12*&

!"#$&G))=1)&B+,&N+2)=91,)

. /,72):7,12>-&H&Q,+;819)%

H b+3&>+2)=91,&737,121))&+B&!"#&

7::8(>7*(+2)

H N+2)=91,&,1:,1)12*7*(?1)&519725&B+,&

9+,1&(2B+,97*(+2&+2&0+3&!"#$&7,1&

19:8+-15

H /,72):7,12>-&:,+;819)&(2&125T=)1,&8(>12)1&

76,11912*)&J,1757;81&+28-&#),'+&:=,>07)1L

H Q,+;819&+B&(2B+,97*(+2&>+9:81Y(*-&725&

+?1,8+75&7*&*01&?()(;81&87-1,

!"#$&G))=1)&B+,&N+2)=91,)

. M>>1))&725&=)761&H&)+8=*(+2)&=251,&

5()>=))(+2%

H !1B(2(*(+2&+B&12B+,>17;81&>+2)=91,&,(60*)&

*07*&>72&2+*&;1&+?1,,(5512&;-&>+2*,7>*&

*1,9)&+,&*1>02(>78&917)=,1)

H P@6@&51B(2(*(+2&+B&l2=9;1,)l&+B&81678&:,(?7*1&

>+:(1)F&+B&lB,(125)l&B+,&)07,(26&1*>@&J7*&;1)*&

07,9+2()15&(2&PaL

!"#$&G))=1)&B+,&N+2)=91,)

. M>>1))&725&=)761&:,+;819)%

H E+&)*7*=*+,-&>+2)=91,&,(60*)

H "()4)&*07*&>+2*,7>*&*1,9)&+?1,,(51&

>+2)=91,&,(60*)

H a2>1,*7(2*-&7;+=*&81678(*-&+B&=)1)

H a2>1,*7(2*-&7;+=*&B=*=,1&=)7;(8(*-&+B&

:=,>07)15&>+2*12*

H N+2>1,2)&*07*&!"#$&97-&0(251,&=)1&+B&

>+2*12*&+B&:=;8(>&5+97(2

protection throughout the com-
plete product lifecycle.

On the other hand DRM yields 
several threats for the individu-
al’s privacy, for example: massive 
dissemination of digital traces, 
the loss of anonymity through 
payment information disclo-
sure, the risk of detailed person-
ally identi# able user pro# ling by 
the service provider (e.g. music 
stores), the possibility of behav-
ioural targeting through data 
mining. Last, but not least, the 
aggregation of non-sensitive 
data items could result in a data 
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/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. $18BT,16=87*(+2D&C=)(21))&)1>*+,)O&>+51)&+B&

>+25=>*D

. E13&873)&(9:81912*(26&*01&P=,+:172&!7*7&

Q,+*1>*(+2&!(,1>*(?1D

. #+,1&68+;78&57*7&:,+*1>*(+2&,=81)&725&)*7257,5)

. #+,1&68+;788-&07,9+2(_15&*1>02(>78&)+8=*(+2)&J*+&

;1**1,&072581&*,72);+,51,&?(+87*(+2)L@

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-
. G512*(*-&972761912*&*++8)&3(*0&*0(,5&:7,*(1)&7>*(26&7)&72&
(2*1,915(7,-&;1*3112&>+:-,(60*&0+851,)&725&57*7&
)=;<1>*)@
H !1T(512*(B(15&:1,)+278&57*7&3+=85&;1&0185&;-&!"#&57*7&
>+2*,+881,&725&:1,)+278&57*7&J1):1>(788-&*01&V(512*(*-&725&
755,1))W&(2B+,97*(+2L&&3+=85&;1&0185&;-&*0(,5&:7,*(1)@

H N+2>1,2)%
. I0+&51>(51)&*01&>,(*1,(7&*+&,1817)1&*01&G(512*(*-&725&755,1))&
(2B+,97*(+2D

. I0+&>72&;1&*0+)1&*0(,5&:7,*(1)D&m=5(>(78D&M59(2()*,7*(?1D

. I0+&3+=85&,=2&*019D

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. C=*&(B&%2'&#%#C+()&2+*&*+&;1&5()>8+)15F&0+3&
>+=85&0"#:'&#%80#%1&++>>=,D

. C1>7=)1&0"#:'&#%80#%1&+=!>I+J!K+
)4*BH+%2'&#%A%80#%1&@

. !(BB1,12>1&;1*3112&V(512*(B(>7*(+2W&725&
V7=*012*(>7*(+2W@

. #+,1&7,17)&+B&8(B1&3(88&,1`=(,1&7=*012*(>7*(+2&
3(*0+=*&(512*(B(>7*(+2@

P2B+,>1912*&+B&57*7&:,+*1>*(+2&873)&Z[&

P2B+,>1912*&+B&>+:-,(60*&873)
. P2B+,>(26&>+:-,(60*&873)&7(9)&7*&)*+::(26&*01&(2B,(261912*&+B&
>+:-,(60*&J=27=*0+,(_15&=:8+75(26&+B&B(81)&+2&QSQ&B(81T)07,(26&
21*3+,4)F&=27=*0+,(_15&>+:-&+=*)(51&*01&)>+:1&+B&VB7(,&=)1WF&1*>@L@
8 #&N+:-,(60*&0+851,)&9=)*&42+3&*01&(2B,(261,O)&(512*(*-&725&
301,17;+=*)&21>1))7,-&*+&;,(26&873)=(*)&J(512*(*-&725&755,1))&
(2B+,97*(+2F&VGnM&(2B+,97*(+2WL@&

. P2B+,>(26&57*7&:,+*1>*(+2&873)&7(9)&7*&:,1?12*(26&=27=*0+,(_15&
:,+>1))(26&(25(?(5=78)O&:1,)+278&57*7&725&*01(,&B=,*01,&
5())19(27*(+2@
8 #&!7*7&)=;<1>*)&9=)*&42+3&*07*&*01(,&GnM&(2B+,97*(+2&3(88&;1&
873B=88-&:,+*1>*15@

. N+2B8(>*&+B&(2*1,1)*)&;1*3112&>+:-,(60*&0+851,)&725&57*7&)=;<1>*)&
7;+=*&*01&57*7&)=;<1>*)O&:1,)+278&57*7@

. P2B+,>(26&;+*0&873)&30(81&)+8?(26&*01&>+2B8(>*&+B&(2*1,1)*)&3+=85&
8+6(>788-&8175&+21&*+&12*,=)*&*01&GnM&(2B+,97*(+2&+B&57*7&)=;<1>*)&3(*0&
*0(,5&:7,*(1)&725&)*,126*012&*01&12B+,>1912*&+B&57*7&:,+*1>*(+2&873)&
767(2)*&>+:-,(60*&0+851,)@

. I0+&>+=85&;1&*0+)1&V*0(,5&:7,*(1)WD

'+3&57*7&:,+*1>*(+2&873&7::8(1)&*+&

:,+*1>*&*01&:,(?7>-&+B&!"#$&=)1,)
. /01&873&725&0+3&(*&()&7::8(15&*+&!"#&7::8(>7*(+2)%

H !7*7&9=)*&;1&088"/0#'+725&301,1&21>1))7,-F&;'3#+"3+#1+20#'@

H /,72):7,12>-&,1`=(,1912*%&57*7&>+2*,+881,)&7,1&,1`=(,15&*+&

:,+?(51&,17)+27;81&917)=,1)&A1/+20#0+-"DL'8#-+#1+/'8#%ACM+

'/0-'+1/+D$18;+%&81//'8#+20#0+0D1"#+#:'6@
. '+3&>72&57*7&)=;<1>*)&81//'8#+%&A'/'&#%0$+%&A1/60#%1&+0185&7;+=*&*019&725&

=)15&*+&9741&51>()(+2)&7;+=*&*019D

H !7*7&*07*&(512*(B(1)&(25(?(5=78)&9=)*&&1#+D'+;'3#+$1&5'/+#:0&+

&'8'--0/C@

H $:1>(78&>7*16+,(1)&+B&:1,)+278&57*7&JV-'&-%#%?'+3'/-1&0$+

%&A1/60#%1&WL
. $12)(*(?1&:1,)+278&(2B+,97*(+2%&M,1&9=)(>&>0+(>1)&:1,&)1&)12)(*(?1D&G)&307*&

>+=85&;1&(2B1,,15&B,+9&*019&)12)(*(?1D&I01,1&*+&5,73&*01&8(21D

'+3&57*7&:,+*1>*(+2&873&7::8(1)&*+&

:,+*1>*&*01&:,(?7>-&+B&!"#$&=)1,)
. /01&873&725&0+3&(*&()&7::8(15&*+&!"#&7::8(>7*(+2)%

H !7*7&9=)*&;1&:,+>1))15&A0%/$C+0&2+$0@A"$$C@
. G0%/$C%&2+*&>+881>*15&*0,+=60&)=,,1:*(*(+=)&:,7>*(>1)&J>B,&K87)0&V)=:1,T
>++4(1)WL@

. B0@A"$$C%&Pa&,16=87*(+2)&7,1&;,17>015&3012&:1,)+278&57*7&()&>+881>*15&B,+9&
PaT;7)15&57*7&)=;<1>*)&3(*0+=*&*01(,&=279;(6=+=)&>+2)12*@

H /01-&9=)*&;1&>+881>*15&B+,&'N3$%8%#+0&2+$'5%#%60#'+3"/31-'-+

725&=)15&7>>+,5(268-@
. >N3$%8%#F&2+*&3(*0&9()8175(26&8726=761%&V*+&12072>1&-+=,&>+2)=91,&

1Y:1,(12>1W@

. B'5%#%60#'+3"/31-'-%&2+*&*+&)188&-+=,&:,1B1,12>1)&B+,&07,5&,+>4&9=)(>&*+&

*7*++&:7,8+=,)@&

H !7*7&9=)*&;1&/'$'?0&#+0&2+&1#+'N8'--%?'+%&+/'$0#%1&+#1+#:'+

3"/31-'+B+,&30(>0&*01-&7,1&:,+>1))15@
. <'$'?0&#+0&2+&1#+'N8'--%?'%&2+*&*+&=)1&-+=,&9=)(>&:,1B1,12>1)&*+&9(21&

8()*121,)O&;107?(+=,78&:7**1,2)&*+&*012&)188&(*&*+&*0(,5&:7,*(1)@

/01&873&7::8(>7;81&*+&:,+*1>*&!"#$&

=)1,)O&:,(?7>-
. <%5:#+#1+0&1&C6%#C

H E167*(?1&7):1>*)%
. #7-&8175&*+&7;=)1)
. P2>+=,761)&87>4&+B&7>>+=2*7;(8(*-
. M?+(5)&81678&:,+>1))
. VG&5+2O*&07?1&72-*0(26&*+&0(51W

H Q+)(*(?1&7):1>*)%
. Q,+9+*1)&B,11&):11>0
. Q,+*1>*)&(25(?(5=78&B,115+9
. P2>+=,761)&5(?1,)(*-&J(2&;107?(+=,)F&+:(2(+2)F&>+99=2(*(1)L
. Q,1?12*)&>+2B+,9()9

/01&873&7::8(>7;81&*+&:,+*1>*&:,(?7>-&+B&

!"#$&=)1,)
. /01&873%

H !7*7&9=)*&;1&:,+>1))15&A0%/$C+0&2+$0@A"$$C@

H /01-&9=)*&;1&>+881>*15&B+,&'N3$%8%#+0&2+$'5%#%60#'+3"/31-'-+

725&=)15&7>>+,5(268-@

H !7*7&9=)*&;1&/'$'?0&#+0&2+&1#+'N8'--%?'+%&+/'$0#%1&+#1+#:'+

3"/31-'+B+,&30(>0&*01-&7,1&:,+>1))15@
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set which is to be regarded as 
sensitive information.

In conclusion, the speaker 
stressed the key paradox in the 
relation of DP laws to copyright 
laws: Accountability vs. Ano-
nymity. Several possible solu-
tion approaches are proposed: 
First, a paradigm change for 
DRMS is necessary, so that they 
won’t be based on identi# cation 
but on authentication. Second, 
(compartmented) identity man-
agement concepts could help 
to resolve the paradox. Further-
more, e$ ective self-regulation, 
possibly in form of an industry 
code of conduct and a more 
privacy-aware and proactive 
customer will improve the situ-
ation.



3rd PrivacyOS Proceedings – Vienna, October 2009 41

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&!"#$&=)1,)O&:,(?7>-

GE!GNM"PO)&)+8=*(+2)&=251,&5()>=))(+2

. VQ,1>()1&51B(2(*(+2&+B&81678&(2B+,97*(+2&>+881>*(+2&

725&972761912*&,167,5(26&!"#$T;7)15&

)1,?(>1)W

. VA,72*(26&72+2-9+=)&7>>1))&J1@6@&;-&/,=)*15&

/0(,5&Q7,*(1)LW

. VQ,(?7>-&,(60*)&972761912*&JQ"#LF&51B(2(*(+2&+B&

+321,)0(:&+B&:1,)+278&57*7&725&7>>1))&,(60*)W

. V$18BT>+99(*912*f)18BT,16=87*(+2&;-&!"#$&

?125+,)W

. VQ,1T:=,>07)1&(2B+,97*(+2&B+,&>+2)=91,)&7;+=*&

>+9:72-&7>*(?(*(1)W

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. N07881261)&+B&*07*&7::,+7>0%

H P2)=,1&*07*&*01&57*7&)=;<1>*O)&91*757*7&7,1&21?1,&

51>+=:815&B,+9&0()&57*7

. #1*757*7&(2>8=51&+321,O)&:,(?7>-&:,1B1,12>1)

H VQ,(?7>-TQ,1)1,?(26&!7*7&!())19(27*(+2W&

#1>072()9)%
. !1)(62&+B&)18BT51)>,(:*(?1&;=2581)

T&V;=2581W&s&:,(?7*1&57*7&t&91*757*7

. C=(85(26&+B&7&91>072()9&B+,&7:+:*+)()&+B&;=2581)

T&V7:+:*+)()W&s&>8172&)18BT51)*,=>*(+2

. !1?18+:912*&+B&7&>+2*1Y*T)12)(*(?1&1?7:+,7*(+2&+B&;=2581)

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&!"#$&=)1,)O&:,(?7>-

. VA=7,5(72%W

P2*(*-&12*,=)*15&;-&:,(?7*1&57*7&+321,)&3(*0&>+881>*(26F&:,+>1))(26F&
)*+,(26&+,&*,72)B1,,(26&*01(,&57*7&&
H +321,&>72&;1&72&(2)*(*=*(+2&+,&7&)-)*19
H +321,&>72&;1&7&6=7,5(72&B+,&0()&+32&:,(?7*1&57*7

. A=7,5(72)&788+315&+,&,1`=(,15&*+&)07,1f5())19(27*1&:,(?7*1&57*7
H I(*0&+321,O)&1Y:8(>(*&>+2)12*
H I(*0+=*&*01&>+2)12*&7)&,1`=(,15&;-&873

. K+,&,1)17,>0F&;-&7&>+=,*&+,51,F&1*>@

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. K'8:&%80$+3/%?08C+81&#/1$-+Q*>KO-R(+#1+3/1#'8#+#:'+

81&A%2'&#%0$%#C+0&2+%&#'5/%#C&+B&:1,)+278&57*7&?(7F&1@6@%&

H N+9:72-&:,(?7>-&:+8(>(1)O&)1>=,(*-&917)=,1)&

J12>,-:*(+2F&1*>@L

H $:1>(B(>&*++8)&JQRQ%&Q87*B+,9&B+,&Q,(?7>-&Q,1B1,12>1)L

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. K'8:&%80$+3/%?08C+81&#/1$-+Q*>KO-R(+#1+3/1#'8#+0+

"-''O-+%2'&#%#CP%'-+?%0+2'S%2'&#%A%80#%1&+1A+20#0+

-"DL'8#-
H *'/A'8#+51T(512*(B(>7*(+2%

. !7*7&()&,1251,15&72+2-9+=)&(2&)=>0&7&37-&*07*&*01&57*7&

)=;<1>*&()&2+&8+261,&(512*(B(7;81

H */08#%80$+51T(512*(B(>7*(+2%
. /01&9+5(B(>7*(+2&+B&:1,)+278&57*7&)+&*07*&*01&(2B+,97*(+2&

>+2>1,2(26&:1,)+278&+,&97*1,(78&>(,>=9)*72>1)&>72&2+&8+261,&

+,&+28-&3(*0&7&5():,+:+,*(+27*1&79+=2*&+B&*(91F&1Y:12)1&725&

87;+,&;1&7**,(;=*15&*+&72&(512*(B(15&+,&(512*(B(7;81&(25(?(5=78

H .1&#/1$-+B+,&51T(512*(B(>7*(+2&(2>8=51%

. Q,(?7>-T:,1)1,?(26&91*0+5)&B+,&57*7&9(2(26&)+B*37,1

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. /1>02(>78&:,(?7>-&>+2*,+8)&JQP/O)L%&#1+3/1#'8#+0+"-'/O-+

%2'&#%#CP%'-&?(7%

H ,&1&C6%#C(&7&=)1,&97-&=)1&7&:,+5=>*f)1,?(>1&3(*0+=*&

5()>8+)(26&0()&(512*(*-

H *-'"21&C6%#C(+7&=)1,&97-&=)1&7&:,+5=>*f)1,?(>1&;-&

7>*(26&=251,&7&:)1=5+2-9

H 7&1D-'/?0D%$%#C(&7&=)1,&97-&=)1&7&,1)+=,>1&+,&

)1,?(>1&3(*0+=*&+*01,)&;1(26&7;81&*+&+;)1,?1&*07*&*01&

:,+5=>*f)1,?(>1&()&;1(26&=)15&

H 7&$%&;0D%$%#C(&)1251,&725&,1>(:(12*&>722+*&;1&

(512*(B(15&7)&>+99=2(>7*(26&3(*0&17>0&+*01,

/+37,5)&213&)+8=*(+2)&*+&:,+*1>*&

!"#$&=)1,)O&:,(?7>-

. Q,(?7>-T12072>(26&*1>02+8+6(1)D

H /1>02(>78&:,(?7>-&>+2*,+8)%&J$(9+21&K()>01,T'u;21,L

. *+&:,+*1>*&7&=)1,O)&(512*(*-f(1)

. *+&:,+*1>*&7&=)11O)&(512*(*-f(1)

. *+&:,+*1>*&*01&>+2B(512*(78(*-&n&(2*16,(*-&+B&:1,)+278&57*7



42 3rd PrivacyOS Proceedings – Vienna, October 2009

Nv5,(>&b7=,72*

>15,(>w87=,72*@+,6

N+2>8=)(+2

. #+,1&6121,78&*0,17*)&*+&:,(?7>-%&
:72+:*(>()9&725&2+,978(_15&(512*(*-

. N07881261)&B+,&*01&!"#$&(25=)*,-%
H )+8?1&(*)&(2>+2?12(12>1)
H 07,9+2(_1&5(?1,)(*-&+B&:87*B+,9)
H B(25&37-)&*+&1BB1>*(?18-&:,+*1>*&!"#$&=)1,)O&
:,(?7>-

H 3+,4&3(*0&(251:12512*&*0(,5&:7,*(1)&B+,&*019&
*+&0+85&*01&!"#$&=)1,)O&(512*(*-&725&755,1))&
(2B+,97*(+2@

$=661)*(+2)&B+,&B=*=,1&3+,4

. !1)(62&7&>+9:=*(26&)-)*19&*07*&(9:81912*)&*01&V*0(,5T
:7,*-W&:,+>15=,1&1Y:87(215@

. #741&*01&)-)*19&51)(62&>+9:8(72*&3(*0&:,(?7>-&725&
57*7&:,+*1>*(+2&873)&JV:,(?7>-&;-&51)(62WL

. C=(85&*01&)-)*19&(*)18BF&*012&B(21T*=21&*01&+:1,7*(+278&
51*7(8)&(2&+,51,&B+,&*019&*+&>+9:8-&3(*0&57*7&:,+*1>*(+2&
873)@

M2+*01,&)+8=*(+2%

7&9+,1&:,(?7>-T737,1&725&:,+7>*(?1&>+2)=91,

. T1@+#1+0?1%2+D'%&5+3/1A%$'2+DC+=<4+-C-#'6-U
H V"/K#W%&,175&*01&:,(?7>-&:+8(>(1)&725&5+2O*&5+&;=)(21))&3(*0&*01&
>+9:72(1)&3(*0&:,(?7>-&:+8(>(1)&*07*&5+2O*&)7*()B-&-+=@

H b(9(*&5()>8+)=,1&+B&-+=,&:1,)+278&57*7U&>,17*1&)1?1,78&:,+B(81)&
725&(512*(*(1)U&=)1&72+2-9+=)&37-)&*+&:7-&+28(21@

H !+&2+*&;=-&5(6(*78&3+,4)&+B&7=*0+,)0(:&(B&-+=&7,1&2+*&)7*()B(15&
3(*0&*019F&3(*0&*01&>0+(>1&+B&>+2*12*U&61*&(*&)+91301,1&18)1%&
)07,1&9:R&3(*0&-+=,&B,(125)U&61*&9:R&B,+9&*019&J2+*&*0,+=60&
QSQL@

H !7*7&8(9(*7*(+2&725&=)1,&>+2*,+8%&(512*(*-T972761912*&)-)*19)&
=251,&*01&>+2*,+8&+B&=)1,)&3(*0&9=8*(:81&725&:7,*(78&(512*(*(1)@

H Q,(?7>-&;-&51)(62&(2&!"#&)-)*19)@



3rd PrivacyOS Proceedings – Vienna, October 2009 43

7#.#2/'$%
#N4-2#<#.

5,$$

(&2$5#6"O&
20/.-P/5-&

./'$$

;/5/$=2&5#
65-&.

$<#/,42#,
$

G(8)%&R(3*"$",&J7G&F*<>(%$*%&

7&/'$)9$$

E.;#2,5/.;-.0$>-254/'-,/5-&.Q$$

6/5#0&2-,/5-&.Q$/.;$,&6-/'$,&25-.0!

!

"#$%&!'(&)*+(,

! "#$%&#'#()#%*+%,-.%/"%,01-,%

23/40546/"%/7%2038/"-,%9-4-%*+%

,:;<=(>:(%+&*?%@AAB%AC%AC

- ./*+0&#!123!4<#%8;(;#%9(;(%2&*;#D;:*>%

6>)E#D;*&(;#%)<(''%'(F%G*$>%;<#%H#>#&('%

&#I=:&#?#>;)%*>%;<#%*&H(>:)(;:*>('%(>G%

;#D<>:D('%G(;(%E&*;#D;:*>%?#()=&#)J%

4

!

5,*/(6)0*+(,

- 7%*%!0(,*/(&&#/'!8()&6!&+9#!*(!9,(8!8:%*!

/#;)+/#<#,*'!=(/!(/$%,+>%*+(,%&!%,6!*#0:,+0%&!

<#%')/#'!*:#?!,##6!*(!=)&=+&&!

- "%09!(=!0/+*#/+%!(=!#@%&)%*+(,'!*:#!*#0:,+0%&!

%,6!(/!(/$%,+>%*+(,%&!6%*%!A/(*#0*+(,!<#%')/#'!

+,!0%'#!(=!+,'A#0*+(,'!+,!*:#!A/#<+'#'!(=!6%*%!

0(,*/(&&#/'BA/(0#''(/'!%,6!A/+(/!0:#09+,$!%'!

8#&&

1

!

5,*/(6)0*+(,

- "%8!(,!&#$%&!A/(*#0*+(,!(=!A#/'(,%&!6%*%!'%?'3
! 4<#%G(;(%D*>;&*''#&%(>G%G(;(%E&*D#))*&%?=);%:?E'#?#>;%(EE&*E&:(;#%

*&H(>:)(;:*>('%(>G%;#D<>:D('%?#()=&#)%:>;#>G#G%+*&%;<#%E&*;#D;:*>%*+%

E#&)*>('%G(;(%(H(:>);%(DD:G#>;('%*&%=>'($+='%G#);&=D;:*>K%(';#&(;:*>%

(>G%G:)D'*)=&#%()%$#''%()%(H(:>);%(>F%*;<#&%=>'($+='%E&*D#)):>HJ%

4<#)#%?#()=&#)%?=);%#>)=&#%(%'#L#'%*+%)#D=&:;F%(EE&*E&:(;#%;*%;<#%

>(;=&#%*+%;<#%E#&)*>('%G(;(%;*%M#%E&*;#D;#G%(>G%;<#%&:)N)%

&#E&#)#>;#G%MF%;<#%E&*D#)):>H%(>G%?=);%M#%G#+:>#G%:>%(%$&:;;#>%

G*D=?#>;%OE#&)*>('%G(;(%E&*D#)):>H%&#H='(;:*>)%(EE&*L#G%MF%;<#%

G(;(%D*>;&*''#&K%(%D*>;&(D;%D*>D'=G#G%MF%;<#%G(;(%D*>;&*''#&%(>G%;<#%

G(;(%E&*D#))*&K%#;DJPJ

C

%

D#,#/%&!/#;)+/#<#,*'!=(/!
(/$%,+>%*+(,%&!%,6!*#0:,+0%&!6%*%!

A/(*#0*+(,!<#%')/#'
E0*(F#/!C22GH!I+#,%

.)J/%!D)K+#,L

M*%*#!7%*%!N/(*#0*+(,!5,'A#0*(/%*#H!"+*:)%,+%

%O$)0+#,#P%6%O&*

7. 
G

eneral Requirem
ents for techn.-organizational data protection m

easures
by Ausra G

uciene, D
PA Lithuania

Mrs. Ausra Guciene from the 
Lithuanian Data Protection Au-
thority reported on the imple-
mentation of the 2009 amend-
ments of the Lithuanian law 
on legal protection of personal 
data. The law requires the data 
controller and data processor to 
implement organizational and 
technical measures to ensure a 
level of security appropriate to 
the nature of the personal data 
to be protected and the risks 
represented by the processing.

According to the 2009 amend-
ment of the law, the State DPA is 
responsible for laying down the 
general requirements on the or-
ganisational and technical data 
protection measures. Based on 
this requirements catalogue 
data processors and controllers 
can start to self-validate their 
protection means. The cata-
logue is also the basis on which 
privacy protection inspections 
and audits are conducted by the 
DPA.

On the controller’s or processor’s 
side, the process will consist of 
three stages: First, the data con-
troller develops and writes a 
security policy. Second step is a 
risk analysis to be performed by 
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the data controller, which form 
the base for the decisions taken 
in step three, where the data 
controller chooses which secu-
rity measures shall be employed 
and writes documentation.

For more detailed information 
also see: https://www.privacyos.
eu/wiki/index.php/Vienna_
Slot_3B
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How to enable users to browse 
the web anonymously and with-
out fear of prosecution was the 
topic of Andreas Lehner’s pre-
sentation. The German activist 
for CCC (Chaos Computer Club 
Germany) and EDRi (European 
Digital Rights) is one of the proj-
ect founders and technology 
experts on this matter.

His presentation included an 
introduction to anonymous 
sur# ng and overlay networks as 
well as experiences from oper-
ating TOR nodes. His introduc-
tion an overview of the threats 
in traditional (tele-)communi-
cation models, a di$ erentiation 
between circuit and packet 
switched data, fundamentals 
of the abstraction layers (TCP/
IP, HTTP, …) and, where the TOR 
network sets on, proxy-based 
communication.

The TOR network’s core princi-
ple is that all HTTP communica-
tion is mediated by anonymous 
proxies. The proxies which are 
not the # rst or last node in the 
chain are fully unaware, what 
is requested from where by 
whom. As the proxies are op-
erated by private persons and 
NGOs across the whole globe, 
the so called “jurisdiction hop-
ping” comes into e$ ect. The 
network ensures that there are 
nodes from di$ erent legal sys-
tems within the chain. This adds 
another dimension of di"  culty 
to de-anonymization.

Currently there are two main is-
sues on which the project team 
is working. The TOR-encrypted 
tra"  c is easily identi# able and 
the proxy lists could be blocked 
by law enforcement agencies or 
network providers, thus ham-
pering the network’s functional-
ity in certain regions.
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In the lively discussion follow-
ing the presentation, the audi-
ence raised questions on per-
formance improvements and 
whether intelligence agencies/
law enforcement agencies could 
try to subvert the network by 
running own nodes or whether 
operators of TOR nodes are ex-
posed to risks of persecution. 
Other participants encouraged 
DPAs to take an active role in 
spreading the technology, for 
example by operating own ano-
nymization network nodes or 
by researching the local legisla-
tive frameworks across the EU 
regarding node operations and 
provide local TOR node opera-
tors with documentation and le-
gal advice.
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9. 
Inform

ation Privacy and Electronic Patient Records in H
IV Clinics

by Chrysanthi Papoutsi, O
xfort Internet Institute

Chrysanthi Papoutsi, PhD stu-
dent at the Oxford Internet In-
stitute gave a presentation on 
her doctoral thesis dealing with 
privacy and electronic patient 
records in UK HIV clinics.

In the environment of HIV clin-
ics, information gathering and 
sharing through integrated 
electronic patient records are 
critical for treatment and care. 
But adequate protection of this 
information is equally impor-
tant to sustain the trust of HIV 
patients in the con# dentiality of 
healthcare services. However, 
in the UK there is evidence of 
privacy problems in health in-
formation systems. There is a 
con! ict between the ways or-
ganisations reportedly under-
stand and value information 
privacy and the actual practices 
that seem to create privacy 
risks. 

The speaker discussed emerg-
ing questions, the study of 
which can contribute to a nu-
anced understanding of the 
ways organisations understand 
and practice information pri-
vacy and mentioned research 
methodologies that can pro-
vide satisfactory answers.
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10. Sem
antic W

eb &
 m

icroform
ats

by Bert Bos, W
3C

For the World Wide Web Consor-
tium (W3C), Bert Bos reported 
on Micro formats. After illustrat-
ing the W3C approach to the Se-
mantic Web, the speaker went 
into detail on micro formats.

By adding unobtrusive seman-
tic mark-ups to existing HTML 
within web sites, small pieces of 
information can be declared as 
such in a machine-understand-
able way. This machine-read-
able semantic markup enables 
computers to “understand” in-
formation and act accordingly 
or process the data automati-
cally.

For example: Knowing that a 
certain piece of web site con-
tent contains address data, the 
computer could o$ er the user 
to use this data to do add it to 
his/her address book  with just a 
single click or use it to automati-
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cally display directions on how 
to get there.

There are lots of uses for micro 
formats, e.g. formats for dates 
and events, media licences or 
geo information. As for the goals 
of Semantic Web technolo-
gies, the speaker quoted: “Don’t 
ask your computer to display a 
page, ask it to read it for you and 
just give the conclusion”.

Bos pointed out that micro for-
mats also yield interesting uses 
for privacy-enhancing technolo-
gies (PETs). As an example, the 
“rel-licence” micro format could 
include machine-readable links 
to machine-readable privacy 
policies and have the client soft-
ware act accordingly. For ma-
chine-readable policy languag-
es, however, a lot of work has to 
be done.

For a full text of the talk 
see: http://www.w3.org/
Talks/2009/1026-Various-Priva-
cy-Vienna/all.htm
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11. H
ealth registers

by Filip Pospisil, ED
Ri

The parallel session on privacy 
and health was opened by Filip 
Pospíšil from Czech watchdog 
NGO Iuridicum Remecum, who 
critically presented several proj-
ects for centralized governmen-
tal databases in Czech Republic. 
The NGO is focusing on legal aid 
against social exclusion, human 
rights and technology and Hu-
man Rights and Public Admin-
istration and as such also con-
cerned with data protection and 
privacy issues.

A central national health data-
base, for example, stores birth 
dates, nationality, insurance 
details, health state, treatments 
and therapies of patients as well 
as their results. The data pro-
cessing is done by medical facil-
ities only, but it is obligatory and 
there’s no option for citizens to 
express or revoke their consent. 
Even the DPA criticizes the data-
base for its thin legal basis (no 
law, just a ministerial decree) in 
respect to the sensitivity of the 
stored data and for intranspar-
ent data retention policies (stor-
age durations between 5 and 40 
years).
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12. Scienti! c research using m
edical data privacy protection issues

by Rita Vaikeviciene, D
PA Lithuania

Similar critique to the one in 
the presentation given by Filip 
Pospisil was also valid for a cen-
tral database on pharmaceutical 
prescriptions. Just recently com-
plaints by Czech drug-maker as-
sociation to the DPA resulted in 
deletion of the data. Until July of 
2009, each day 200,000 submis-
sions were made to the database 
unlawfully, as the Czech DPA 
stated in October 2009. Further 
risks and problems were dem-
onstrated using the example of 
national databases of students 
and pupils.

In conclusion, observing NGOs 
state that more and more per-
sonal data is collected by state 
institutions in centralized da-
tabases. At the same time they 
have to criticize a lack of clear 
(legal) concepts for these reg-
isters. In many cases, the data 
processing is sourced out and 
the principle of free consent of 
the data subjects is weakened. 
Some registers lack a legisla-
tive framework. Data protection 
principles are said to have been 
ignored during assessment and 
implementation of these data-
bases. Its weak position limited 
the DPA to “post factum” reac-
tions.
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The Deputy Director of the Lith-
uanian DPA, Rita Vaitkevičienė, 
supplemented the Czech pre-
sentation with a view on legal 
issues regarding “Privacy Pro-
tection in Research Using Medi-
cal Data” in Lithuania.

There is a sound legal base for 
processing patient data und 
conducting research based on 
sensitive data with patient’s 
consent. But as for biological 
samples or genomic data, there 
seem to be gaps and de# ni-
tional inconsistencies within 
the Lithuanian legislation. The 
speaker proposes to treat these 
biological samples or genomic 
data should as a special cate-
gory of personal data (sensitive 
data).
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Walter Preissl from the Austrian 
Academy of Sciences (ÖAW) 
reported on the current state 
of privacy protection in Austria 
and elaborated the implemen-
tation chances of privacy seals.

Kirsten Bock from ULD (Inde-
pendent Center for Privacy 
Protection Schleswig-Holstein) 
gave an overview on the proce-
dure of EuroPriSe and awarded 
the # rst Austrian EuroPriSe Seal 
to Kiwi Security for their prod-
uct “Privacy Protector”. This 
proxy software enhances the 
privacy features of CCTV and 
video surveillance. Faces can be 
scrambled and certain regions 
of the camera perspective can 
be exempted from surveillance 
to the live viewer (e.g. security 
personnel).

Andreas Krisch from mksult.at, 
who served as technical evalua-
tor of the “Privacy Protector” on 
behalf of EuroPriSe, brie! y re-
ported on the technical aspects 
of the product and its evalua-
tion.
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: blocking of w
ebsites and associated privacy risks
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In the parallel slot, Joe McNa-
mee of NGO EDRi combined 
the very late-breaking issue 
of web blocking and privacy 
concerns. The speaker demon-
strated the limitations of cur-
rent web blocking e$ orts (e.g. 
its limited technological scope) 
and questioned the adequacy 
of web blocking, as only symp-
toms are fought. The web sites 
in question remain online, with 
possible victims remaining un-
identi# ed and unprotected and 
with the criminals remaining 
unprosecuted.

The speaker criticizes policy 
makers tough talk on blocking, 
as it seems to reduce pressure 
on them to take real interna-
tional action. With the European 
Unions data retention laws in 
force, even accidental access 
tries to blocked resources by to-
tally non-suspect personal data 
are logged and stored.  McNa-
mee warns that even if the tech-
nology is ine$ ective, the prin-
ciple is becoming acceptable 
and opens doors for further, 
stronger surveillance systems. 
Further he questions the legal-
ity of web blocking as regards 
European human rights of pri-
vacy and freedom of expression.
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15. Privacy Policies and U
sability

by Philipp Krieger, ULD

Philipp Krieger from ULD pre-
sented current research of 
EU-funded research project 
PrimeLife on the Usability of 
Privacy Policies in Web con-
texts. Demanding that “privacy 
has to be usable”, the project is 
conducts Human-Computer In-
teraction (HCI) research in three 
areas: identity management, 
trust and assurance and policy 
display and administration.

As privacy policies currently 
are often too long and compli-
cated for users, a resurrection 
of a multi-layer approach is 
proposed. As other implemen-
tations, such as the Creative 
Commons licences show, show 
the possibilities of multi-layer 
policies. Their proposal is to add 
a new layer on top of the full pri-
vacy policy, a condensed priva-
cy notice that contains an iconic 
summary of the privacy policy, 
thus creating attention and pro-
viding a quick overview.

A prerequisite for icon-based 
privacy policies will be the stan-
dardized use of a standardized 
vocabulary of icons. When con-
sidering the “usability” of pri-
vacy, the speaker recommends 
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starting with privacy policies, 
because they resemble an “ev-
eryday scenario” to most web 
users and because they are cru-
cial for Informed Consent.

After presenting several other 
approaches to privacy policy 
display, the speaker concludes 
several central challenges: As 
privacy is not the user’s primary 
intent, his/her focus will be on 
the primary task. And the major-
ity of user is unaware of privacy 
concerns in general. Further-
more, legal compliance poses 
challenges to the design of pri-

vacy-enhancing graphical user 
interfaces such as icons.
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16. Attention please – Privacy in Business M
odels

Andre D
euker, G

oethe University Frankfurt

André Deuker, PhD student to 
the Goethe University Frankfurt/
Main is researching on the mul-
tilateral design of privacy aware-
ness, taking into account the in-
terests of all stakeholders.
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As Attention is to be regarded 
as a scarce resource, privacy 
concerns have to compete for 
attention with personalized ad-
vertising in common ad-based 
revenue models as found in the 
Web 2.0.

The speaker’s # ndings are based 
on the assumption that raising 
demand for privacy is equal to 
raising awareness for privacy 
topics. Raising awareness can 
take place on a general level, 
e.g. by data protection authori-
ties and the provision of bro-
chures, lectures, and the edu-
cation of teachers, parents, and 
children. But raising awareness 
can also take place in an ap-
plication speci# c context just 
in the moment when users are 
interacting with an application. 
Providers could be motivated to 
implement awareness either by 
legal obligation or by economic 
incentives.
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17. The M
ilitarization of Cyberspace

by Erich M
oechel, quintessenz e.V.

Erich Moechel from Austrian 
NGO quintessenz e.V. describes 
a new asymmetric threat rising 
from bot networks consisting 
hundreds of thousands of re-
mote-controlled personal com-
puters on the World Wide Web. 
Those attacks, targeting private 
companies, governments as 
well as individuals by black-
mailing or phishing and are 
very common and their impact 
continues to increase with sev-
eral recent examples of botnet 
attacks under regime of cyber 
criminals.

The speaker describes how 
new threat constellations like 
botnets invalidate a strategic 
axiom which is valid since an-
tiquity. The axiom indicates that 
infrastructure and topography 
always bene# t the defending 
side. This is no longer the case 
with Denial of Service (DoS) 
cyber attacks, as they become 
more powerful, the better the 
victim’s infrastructure (e.g. in-
ternet connection) is. Massive 
cyber attacks are hard to detect 
early, harder to assess and near 
to impossible to counter. As 
phishing causes more and more 
incidents of identity theft, bot-
net cybercrime is closely related 
to privacy.
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18. M
edia Privileges in D

ata Protection Law
 and U

ser-G
enerated Content

by Stefan H
eilm

ann, ULD

The parallel slot was held by 
PhD student Stefan Heilmann 
from ULD. He presented a legal 
perspective on the relation be-
tween “Media Privileges in Data 
Protection Law and User-Gener-
ated Content”.

By analyzing two cases, the 
speaker demonstrated con! ict-
ing constellations between DP 
legislation and (classlc) Media 
Law. The # rst case was heard at 
the European Court of Justice 
(the Lindqvist Case, C-101/01) 
and, in laymens terms, deals 
with an overlap of allowed 
publication of personal data 
and coincidental publication of 
sensitive data. The second case 
made it to the German Federal 
Court and discusses the liability 
of service providers for content 
generated by their users. The 
platform spickmich.de allowed 
pupils to evaluate their teach-
ers.
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Together with the audience the 
speaker discussed the theory 
that “everybody is a data” con-
troller and the question where 
“journalistic purposes” (a term 
used in the reasons for the 
judgement) begin. To avoid the 
exaggeration of “everybody is 
a journalist”, the speaker pro-
poses to di$ erentiate between 
(mass) media activity and indi-
vidual exercise of freedom of 
speech.
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+!4'(4&/!*%5!*+&-5%*%'*$+&6.40*7&%5*%5!*+3/!)*
-'6!+(&(-*1+!!,'#*'1*!"$+!))&'(K&

! !

6$7$)3487+'7&82)-$.)

$2,)9%+4:1+2+4$7+,)"827+27

! ]-6<$'6!.+-!8+-'!'$()9!51<2&)4!$-2&-(

"")B]-6<$'6!&)!+!'+,+!.$-,#$22(#C!B5'/<D

! hMN@!`4+,!+<$1,!B&-!,4(!.$1#)(!$*!+!

51#(26!5(#)$-+2!$#!4$1)(4$2'!+.,&%&,6CK!

QNR&-/&ST-/=U3-0#VW!X'#&-(&8'*&)*+,-07&

'/,-/$Y&8

4Z7-0&!-<7#&+$&;'%#7&U*$0#-'/-/<&H&=-0.*00-/<Y

! !

=5&.X/&.4D'(

"2+,*$#/

=;+)>E&'FG&';H,+)"$%+

):)$)7@E&'$#)9C")'82%7+##$7&82I)

"15&2!7!]-6<$'6 N(+.4(#

B(%+21+,()C

&)!+-3#6!+-'!)1()

#(3&),(#)!$-

4&9/=&[&#'&!8&?/';,$=<$&[&#7$&(-%0#&:$%!"/&'/,-/$&
)*+,-."#-'/&."0$&#'&.'/0-=$%&="#"&)%'#$.#-'/&,";

! !

9%+4:1+2+4$7+,)"827+27



98 3rd PrivacyOS Proceedings – Vienna, October 2009

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

NH)]'%$.+,(!?(-(#+2!8E>cR7Vc!>!=+,+/('&+9
/ JGK&Z7$&.'/.$)#&'(&\'*%/",-0#-.&)*%)'0$0&+!1!+)*%'*
%5!*.4%&6&%0*'1*%5!*#.))*#!,&.9*$.+%&43/.+/0*
%5!*$+!))*.(,*.3,&'6&)3./*#!,&.K&Z7$&'%-<-/&'(&
#7$&E"#"&]%'#$.#-'/&E-%$.#-3$&07';0&#7"#&
\'*%/",-0#-.&)*%)'0$0&"%$&('%*4'(1&(!,*%'*%5!*
.4%&6&%0*'1*&()%&%3%&'(./&)!,*#!,&.K&90&#7$&
N'!!-00-'/&-/-#-",,8&)%')'0$=&"/&$P.$)#-'/&('%&
)%$00&'%<"/0&"/=&"*=-'3-0*",&!$=-">&#7$&#$%!&
@\'*%/",-0#-.&)*%)'0$06&%$0*,#$=&(%'!&0$3$%",&
0*..$$=-/<&=%"(#0&;7-.7&+%'"=$/$=&#7$&0.')$&'(&
#7$&$P.$)#-'/&('%&!$=-"&*/=$%#"?-/<0&"/=&
$P#$/=$=&-#&#'&.//*$!+)'()*!(-.-&(-*&(*
2'3+(./&)%&4*.4%&6&%0:

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

OH)=J('&)4!=15#(/(!E$1#,

!8UWR>VV!>!G+/)<#$9

/ ^_`&&(1'+#9*!"!+4&)!*4+&%&4&)#*.(,*&(&%&.%!*

,!;.%!*&(*)'4&!%./*&))3!)*'1*&#$'+%.(4!*1'+*

%5!*$3;/&4:

/ Z7$&(".#&#7"#&$,$.#%'/-.&'%&'#7$%&!$=-"&)*+,-07$=&

#$P#0&.'/#"-/&-/0*,#-/<&'%&=$)%$."#-/<&="#"&'%&

\*=<$!$/#0&='$0&/'#&!$"/&#7"#&#7-0&#"?$0&";"8&

-#0&.7"%".#$%&'(&\'*%/",-0#-.&)*%)'0$K&a/&#7$&

.'/#%"%8&0*.7&"&(".#&-0&#'&+$&,''?$=&*)'/&"0&"&

/'%!",&-/<%$=-$/#&;-#7-/&#7$&0.')$&'(&"&.%-#-.",&

0'.-$#",&=$+"#$K

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

PH)]#,&.2(!UW!?#$15!8G(.D!_7Wc9
/ E$%'<"#-'/0&"/=&$P$!)#-'/0&*/=$%&"%#-.,$&F&!-<7#&
/'#&+$&/$.$00"%8&;7$%$&#7$&(,$P-+-,-#8&'(&3"%-'*0&
)%'3-0-'/0&'(&#7$&=-%$.#-3$&'%&#7$&=$%'<"#-'/0&
",,';$=&*/=$%&'#7$%&0)$.-(-.&)%'3-0-'/0&B;7-.7&'(&
.'*%0$&!*0#&",0'&+$&-/#$%)%$#$=&/"%%';,8D&
./+!.,0*.//'7*.*).%&)1.4%'+0*;./.(4!&+$#;$$/&
)%-3".8&"/=&(%$$='!&'(&$P)%$00-'/&#'&+$&0#%*.?K

/ E$%'<"#-'/0&"/=&$P$!)#-'/0&*/=$%&"%#-.,$&F&."/&
^_`&+$&<%"/#$=&^_`&#'&"/8+'=8&)%'.$00-/<&="#"&('%&
\'*%/",-0#-.&)*%)'0$0K

/ E$%'<"#-'/0&"/=&$P$!)#-'/0&!"8&.'3$%&'/,8&="#"&
)%'.$00-/<&('%&2'3+(./&)%&4*<!,&%'+&./=*$3+$')!)*
&(4/3,&(-*!/!4%+'(&4*$3;/&)5&(-K

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

! i&%(!5$&-,)!$*!%&(J@

/ 9%#-.,$&bF&:%'*)

/ M;$=-07&M*)%$!$&N'*%#

/ 9=3'."#$&:$/$%",

/ Q*%')$"/&N'*%#&'(&R*0#-.$

/ :$%!"/&c$=$%",&N'*%#&'(&R*0#-.$
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! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

QH):Ea!8E>cR7Vc!>!=+,+/('&+9

/ JbK&^_`&9%#-.,$&F&'(&#7$&=-%$.#-3$&-0&#'&+$&

-/#$%)%$#$=&"0&!$"/-/<&#7"#&#7$&".#-3-#-$0&%$($%%$=&

#'&"#&)'-/#0&B"D&#'&B=D&'(&#7$&(-%0#&U*$0#-'/>&+!/.%&(-*

%'*,.%.*1+'#*,'43#!(%)*75&45*.+!*&(*%5!*

$3;/&4*,'#.&(*3(,!+*(.%&'(./*/!-&)/.%&'(>&

!*0#&+$&.'/0-=$%$=&"0&".#-3-#-$0&-/3',3-/<&#7$&

)%'.$00-/<&'(&)$%0'/",&="#"&."%%-$=&'*#&@0',$,8&('%&

\'*%/",-0#-.&)*%)'0$06>&;-#7-/&#7$&!$"/-/<&'(&#7"#&

)%'3-0-'/>&-(&#7$&0',$&'+\$.#&'(&#7'0$&".#-3-#-$0&-0&

%5!*,&)4/')3+!*%'*%5!*$3;/&4*'1*&(1'+#.%&'(9*

'$&(&'()*'+*&,!.)K!

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

NH)]'%$.+,(!?(-(#+2!8E>cR7Vc!>!=+,+/('&+9
/ 2';$3$%>&-#&!*0#&+$&"==$=&#7"#&>%.%!*
.3%5'+&%&!)9*&(4/3,&(-*%5!*4'3+%)9*4.(('%*
.)4!+%.&(*!".4%/0*75!+!*%5!+!*.+!*
2'3+(./&)%&4*$3+$')!):&O#&-0&7"%=,8&)'00-+,$&#'&
=$#$%!-/$&-/&"=3"/.$&;7"#&-/('%!"#-'/&%$,"#$0&#'&
!"##$%0&'(&)*+,-.&-/#$%$0#&"/=>&-/&#7$&(-/",&
"/",80-0>&-#&-0&"#&,$"0#&)"%#,8&*)&#'&#7$&!$=-"&#'&
.%$"#$&)*+,-.&-/#$%$0#&-/&#7$&(-%0#&),".$&+8&#7$&
.'!!*/-."#-'/&'(&-/('%!"#-'/K&

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D
NH)]'%$.+,(!?(-(#+2!8E>cR7Vc!>!=+,+/('&+9

/ JdK&^_`&#7$&=-00$!-/"#-'/&'(&)$%0'/",&="#"&
)*%0*$0&\'*%/",-0#-.&)*%)'0$0&-(&-#&.&#)*%'*
&#$.+%*&(1'+#.%&'(*.(,*&,!.)*'(*#.%%!+)*'1*
$3;/&4*&(%!+!)%:

/ eeK&^_`&-/('%!"#-'/&"/=&-=$"0&%$,"#$&#'&"&!"##$%&'(&
)*+,-.&-/#$%$0#&75!+!*%5!0*/&(?*3$*7&%5*.*
$3;/&4*,!;.%!*75&45*&)*.4%3.//0*%.?&(-*$/.4!*
'+*75!+!*%5!0*4'(4!+(*@3!)%&'()*75&459*
.44'+,&(-*%'*,'#!)%&4*/.7*.(,*)'4&./*6./3!)9*
.+!*;0*(.%3+!*$3;/&4*&))3!)9&+*#&/'#&;7$%$&
=$#"-,0&'(&"/&-/=-3-=*",60&)%-3"#$&,-($&"%$&
=-00$!-/"#$=&;7-.7&7"3$&/'&.'//$.#-'/&;-#7&"&
)*+,-.&(*/.#-'/&'(&#7$&)$%0'/&.'/.$%/$=>&
)"%#-.*,"%,8&;7$%$&#7$%$&-0&"&,$<-#-!"#$&$P)$.#"#-'/&
'(&%$0)$.#&('%&)%-3"#$&,-($K
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! !

=;$2F%

]-6!/$#(!)133(),&$-)K!

;j22!+55#(.&+,(!,4(/D

)D4(&2/+--k4+-)><#('$J>&-),&,1,D'(

! !

*@)%?11+%7&82)%8)B$4<

! l$,!(%(#6$-(!J&22!<(!51#)1&-3!B\'*%/",-0#-.!
51#5$)()C!J4(-!51<2&)4&-3!$-2&-(

! L&**(#(-,&+,&$-!<(,J((-!8/+))9!!$=-"&
+.,&%&,6!+-'!&-'&%&'1+2!(d(#.&)(!$*!*#(('$/!
$*!0)$$.7

! =$/(!8-$->(d.21)&%(9!.#&,(#&+!*$#!&'(-,&*6&-3!
0$1#-+2&),&.!+.,&%&,6@
/ "(#&$'&.+2!51<2&.+,&$-
/ S<0(.,&%&,6!+)!+!<+)&)!$*!#(5$#,&-3
/ M-&%(#)+2&,6!&-!#(5$#,('!,$5&.)
/ B"1<2&.&,6C!8/(+-&-3!+!.(#,+&-!B+1'&(-.(C9
/ ;-,(3#+,&$-!&-,$!('&,$#&+2!8$#!)&/&2+#9!),#1.,1#()
/ H

! !

R8?4)%8#?7&82D

! "1<2&.!&-,(#(),!+)!,4(!),+-'+#'!,(),!*$#!

0$1#-+2&),&.!51#5$)()K

! L&).2$)1#(!,$!,4(!51<2&.!+)!+2J+6)!

#(5#()(-,&-3!0$1#-+2&),&.!51#5$)()K

! i#$/!B+-6<$'6!&)!+!'+,+!.$-,#$22(#C!,$

B+-6<$'6!&)!+!0$1#-+2&),CK

! ]2,(#-+,&%()K

! !

J?7<)K;$7)+L$'7#@)$4+)

M8?42$#&%7&')E?4E8%+%D

SH)?(#/+-!i('(#+2!E$1#,!$*!a1),&.(!
8T;!mG!_Wg7V^!>!=5&.X/&.4D'(9

/ L$=-"&)%-3-,$<$&B\'*%/",-0#-.f$=-#'%-",&)*%)'0$0D&-0&
'/,8&('%&#7'0$&0$%3-.$0&A,!)!+6&(-B*)$!4&./*
$+!))*%+!.%#!(%K

/ C3)%*4'//!4%&(-*.(,*%+.()#&%%&(-*3)!+)D*
4'(%+&;3%&'()&B$3$/&-(&#7$8&"%$&\'*%/",-0#-.&H&
$=-#'%-",&-/&/"#*%$D&='$0&/'#&.'/0#-#*#$&\'*%/",-0#-.&
)*%)'0$0

/ B2a5Q1QgW&c%$$='!&'(&$P)%$00-'/&4.(*;!*.*
/!-&%&#.%!*&(%!+!)%*1'+*,.%.*$+'4!))&(-*B9%#K&e&
,-#K&(&E]ED
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TZ)DA!$X
$+.

$+65->-,5

$B52/5#0?$

AQ&-55%$&/%<6,&-DD&

7&/'$89$$

%/-,-.0$/1/2#.#,,$:$(4.65-&.,$$

/.;$-<=/65$&($;/5/$=2&5#65-&.$

!"#$%&#'($)*(+)!)&#'(&)(#,-(+)."/0$#&")(1"2&-#'

! "#$%&'()&*+,($-

! ./0'123&'()&4$25/063

! 7%6/$#/$%$5/&'()&8%259:$%6

! *,99,%(&'()&./,#/0$61/3

! ;161&./,6$260,%&'()&;161&

<$6$%60,%

! =,%>2,99$/201+&'()&?,%$60@$-

! 8%A,/9160,%&'()&?1%5A1265/0%B

! C22$((&'()&*,%6/,+

! *,9#$6060,%&'()&?,%,#,+3

! D/1%(#1/$%23&'()&4616$&($2/$6(

! E591%&'()&C56,9160,%

! *0/259'$%60,%&'()&F,2G

! *,995%063&'()&*,/#,/16$

! *,995%02160,%&'()&*$%(,/(H0#

! I($/&<0BH6(&'()&8%6$++$2651+&

./,#$/63

! C%,%39063&'()&8-$%60!2160,%

! 7J2$#60,%(&'()&7%A,/2$9$%6

! ;0(0%6$/9$-0160,%&'()&

*$%6/1+0@160,%

! D/5(6&'()&45/'$0++1%2$

! =$56/1+063&'()&;0(2/090%160,%

! K/$$-,9&'()&K$1/

!,-(3%"4$%(5%"6(".(+)."/0$#&")

!!!!!!!!!!!!!!!!!!

7&8&#$%(9&8,#:($)*;<:=(#,-(>)"6%-*8-(?2")"0'

! E591%&<0BH6(&L&*0'0+&F0:$/60$(

! ./0'123

! *,%6$J651+&8%6$B/063

! 7M51+063

! K/$$-,9&,A&7J#/$((0,%

! C((,20160,%

! C%,%39063

! ;5$&./,2$((

! N%,O+$-B$&72,%,93

! 8%%,'160,%

! .$$/&./,-5260,%

! =$6O,/G&=$56/1+063

! "#$%&8%A/1(6/5265/$

! *,++1:,/160,%

! 8%6$/,#$/1:0+063

! 4,20,>D$2H%021+&C/2H06$265/$

@-<-/$8&)8(#,-(+A7?B!(C/"D-2#E
F)(F2#&<&:#(1#/$#-8'(#"(+0G%-0-)#(
C/&<$2'(?#,&2:(&)(?HI5J)*-*(9-:-$/2,(

7--1%&N16@

8%6$/%160,%1+&CAA10/(&;0/$26,/

7+$26/,%02&K/,%60$/&K,5%-160,%

P/-&75/,#$1%&./0'123&"#$%&4#12$

75/,#E15(&Q0$%

"26,:$/&RST&RUUV

19. IN
D

ECT – A
n Activist Strategy

by Eddan Katz, EFF

The # nal slot presented a NGO 
activist strategy to implement 
privacy ethics in EU-funded 
research. Eddan Katz, Interna-
tional A$ airs Director of the EFF 
(Electronic Frontier Founda-
tion), demanded for complete 
restoration of due process in the 
knowledge economy and infor-
mation society.

The EFF sees the due process 
paradigm endangered by the 
9/11 shift towards a more and 
more surveilling society. By 
showing a promotional video 
from an EU-funded project 
called INDECT (“Intelligent In-
formation System Supporting 
Observation, Searching and De-
tection for Security of Citizens 
in Urban Environment”). The 
organization opts for a dedicat-
ed privacy ethics review of EU-
funded projects.



102 3rd PrivacyOS Proceedings – Vienna, October 2009

!"#$%&'()'*(+),)(-.'.'/

! IN>I4C&4$25/063&CB/$$9$%6&WQQ88X&
YC5(6/1+01T&*1%1-1T&=$O&Z$1+1%-T&INT&
1%-&I4[

! E0$/1/2H021+&?0+061/3&C22$((&6,&
8%6$++0B$%2$&8%A,/9160,%

! ?$%O06H&E0++\&D/1%(:,/-$/&
(5/'$0++1%2$&,A&-,9$(602&2060@$%(

! 8%-5(6/01+&7(#0,%1B$&A,/&;,9$(602&
./,6$260,%0(9

! ;161&?0%0%B&K/19$O,/G&8%'$/(0,%&
,A&;5$&./,2$((

! <$#,/6&,%&6H$&7J0(6$%2$&,A&1&]+,:1+&
43(6$9&A,/&6H$&8%6$/2$#60,%&,A&./0'16$&
1%-&*,99$/201+&*,995%02160,%(&
Y7*E7F"=&0%6$/2$#60,%&(3(6$9[)&
RUU^_RUV`Y8=8[)&Y^^&a5+3&RUU^[)

! b,6$-&,%&4$#6$9:$/&cT&RUU^

! b0,+160,%&,A&;161&./,6$260,%&;0/$260'$

! K5%-19$%61+&<0BH6&6,&./0'123&YC/6)&`&
7*E<[

! */3#6,B/1#H3&1(&1&?$1%(&,A&4$+A>
./,6$260,%

!,-(1J/<-&%%$)2-(1"2&-#'

! .1%,#602,%&Yd$%6H19[

! "9%0>#/$($%6&(5/'$0++1%2$

! ;0(20#+0%1/3&.,O$/&,A&6H$&]1@$&
YK,5215+6[

! ;0B061++3&=$6O,/G$-&7%'0/,%9$%6

! d,/-$/+$((&*,995%02160,%

! 8%A,/9160,%&8%6$/9$-01/0$(

! =,&(0-$O1+G(&0%&*3:$/(#12$

! d1+1%20%B&D$(6(&YF3,%[

! *,,/-0%160,%&>&H,O&(,201+&
/$+160,%(&/$(H1#$-

! <0(G&>&/0(G&91%1B$9$%6&
-$20(0,%>91G0%B

! ./0'123&>&(,20,>6$2H%021+&
1/2H06$265/$

! .,O$/&>&0%A,/9160,%&
1((39$6/0$(&1%-&(,201+&
2,%-060,%0%B

9-:#"/&)8(#,-(C$/$*&80(".(7J-(C/"2-::

! ./$(59#60,%&,A&8%%,2$%2$

! d5/-$%&,A&./,,A

! ./,:1:+$&*15($

! =,&#/0,/&/$(6/10%6

! .1/6025+1/0@$-&45(#020,%

! ./,#,/60,%1+063

! <0BH6&6,&C##$1+

! 89#1/601+&a5-B$
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F2#&<&:#(+)#-/<-)#&")(C/"G":$%(KLE(
3"&)8(M&/$%(")(#,-(N"J!J4-(M&*-"

!<10(0%B&1O1/$%$((&:3&A,/O1/-0%B&8=;7*D&

./,e$26&f,5D5:$&'0-$,&6,&0%6$/$(6$-&

A/0$%-(&1%-&2,++$1B5$(&1%-&$%2,5/1B0%B&

6H,5BH6A5+&1%-&$-52160%B&2,99$%6()

! H66#\__OOO)3,565:$)2,9_O162Hg

'h-+cBVP9>4:C

+A7?B!(C/"D-2#(5J)*&)8(O(@$J)2,

! K/19$O,/G&./,B/199$&i

! <$($1/2H&1/$1\&47*>RUUi>^)R>U^&8%6$++0B$%6&5/:1%&$%'0/,%9$%6&,:($/'160,%&(3(6$9

! 461/6&;16$\&RUUV>U^>U^

! ;5/160,%\&SU&9,%6H(

! ./,e$26&*,(6\&^j)`S&90++0,%&$5/,

! H66#\__OOO)0%-$26>#/,e$26)$5_

! d$61&F15%2H&>k&I7KC&RU^R&*H19#0,%(H0#&Y.,+1%-_IG/10%$[

?H(+A7?B!(C/"D-2#

! 8%6$++0B$%6&0%A,/9160,%&(3(6$9&(5##,/60%B&
,:($/'160,%T&($1/2H0%B&1%-&-$6$260,%&A,/&($25/063&
,A&2060@$%(&0%&5/:1%&$%'0/,%9$%6

! 6,&-$'$+,#&1&#+16A,/9&A,/\&6H$&/$B0(6/160,%&1%-&$J2H1%B$&,A&,#$/160,%1+&
-161T&12M50(060,%&,A&95+609$-01&2,%6$%6T&0%6$++0B$%6&#/,2$((0%B&,A&1++&
0%A,/9160,%&1%-&156,91602&-$6$260,%&,A&6H/$16(&1%-&/$2,B%060,%&,A&
1:%,/91+&:$H1'0,5/&,/&'0,+$%2$

! 6,&-$'$+,#&6H$&#/,6,63#$&,A&1%&0%6$B/16$-T&%$6O,/G>2$%6/02&(3(6$9&
(5##,/60%B&6H$&,#$/160,%1+&1260'060$(&,A&#,+02$&,A!2$/(T&#/,'0-0%B&
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20. PRISE
by W

alter Preissl, ITA

Encouraged by Eddan Katz’ pre-
sentation, Walter Preissl sponta-
neously gave a short overview 
of the results of the PRISE-Proj-
ect. 

PRISE, an EC-funded research 
e$ ort, has developed a meth-
odology to include proactive 
privacy practises at early stages 
of research. 

Possibly due to lack of  time, 
the results were not incorpo-
rated for the 7th Framework 
Programme’s calls. If this had 
happened, the current concerns 
regarding the INDECT-Project 
might have been avoidable.
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Conclusion and Outlook
This 3rd PrivacyOS conference has shown the importance of having 
a platform for European experts for exchange of data protection is-
sues and topics. The success of the conference furthermore lies on 
bringing together representatives of NGOs, industry, academia as 
well as regulators. This leads to important discussions from several 
points of view and widens the horizon in many ways. The variety of 
topics shows the di$ erent areas in which privacy is discussed and has 
to be discussed. The reports of the data protection authorities dem-
onstrate that there is a need to exchange experiences in # elds of eID, 
eGovernment and eHealth. Furthermore, EU funded projects use Pri-
vacyOS as a platform to discuss open issues within the project and to 
gain information from experts that are not part of the project.

PrivacyOS managed to gain attraction for representatives from rel-
evant NGOs, as well as enterprises, such as Microsoft. By way of the 
Open Space approach all these experts were encouraged to hold 
slots, thus covering a variety of topics from net activist projects to 
citizen rights. But the event also raised attention beyond the inner-
european discourse, which is shown by the participation of an US 
expert. Quantitative, qualitative as well as informal feedback by the 
participants during the event shows overall satisfaction. The good 
to excellent ratings within the questionnaire regarding content and 
presentation also indicate approval of the concept and implementa-
tion of the project.

The 3rd conference in Vienna was held under the patronage of the 
Chairman of the ARGE DATEN – Privacy Austria, Dr. Hans G. Zeger. 
The ARGE DATEN is a non-pro# t marketing and non-governmental 
organisation in Austria and is examining the interaction between the 
usage of computer science, information law and society. The repre-
sentation of the conference by respected patrons further supports 
the outreach of the project.

PrivacyOS is also seen as an information service on privacy issues in 
the EU. Participants want to be informed and want to use new ap-
proaches regarding important privacy issues in their products and 
activities. The idea of PrivacyOS to bring together activities, initiatives 
and projects active in privacy protection across Europe and to give 
an opportunity to articulate and exchange best practices, challenges 
and solutions following the Open Space approach stipulated increas-
ing interest.

In concluding, the expected impact of the project, to create a long-
term collaboration in the thematic network and to establish collective 
interfaces to other EU projects as well as national and international 
networks has well developed. Furthermore the PrivacyOS conference 
has expanded to being a motor for momentum among European Pri-
vacy experts.
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