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The digital transformation of the workplace is creating technological and 
structural change that is impacting on a variety of professions and occupa-
tions. This article aims to describe the status quo of digitalisation in the 
workplace and to assess the resulting opportunities and risks for companies 
and their employees, as well as future developments, needs and require-
ments. Finally, organisational design recommendations for the digital trans-
formation of the workplace will be discussed from a psychological perspec-
tive.  

The spread of digital technology in the workplace 

Digitalisation has already arrived in the workplace. In a survey of organisa-
tions with 20 or more employees, all participating organisations declared 
that they use email often to very often for internal and external communica-
tion (bitkom, 2018). About half the companies use mobile and smartphones 
(51 per cent) as well as online meetings and videoconferencing (48 per cent) 
for communication. Almost 40 per cent use SMS service providers or mes-
senger apps (38 per cent) as well as client and employee portals (38 per 
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cent). The use of social networks (25 per cent), chatbots (virtual personal 
assistants, 13 per cent) or company blogs (5 per cent) is less common. Wide-
spread availability of the internet coupled with capable mobile devices allows 
many professionals to work flexibly and autonomously, and to be location 
independent. Their work environments range from home offices to cowork-
ing spaces. 

Opportunities and risks in a digitalised workplace 

Employees hope to gain a better work-life balance (46.5 per cent), more 
time flexibility (43.3 per cent), and easier access to necessary information 
(41.3 per cent) from digital and mobile workplaces. They are, however, con-
cerned about a higher reliance on IT infrastructure and an internet connec-
tion (46.2 per cent), the obligation to be reachable for extended hours for 
work-related purposes (41.3 per cent) and surveillance by new technologies 
(38.4 per cent). Personal privacy is particularly relevant when talking about 
surveillance. Companies are once more paying increased attention to data 
protection, since the EU data protection regulations came into force in May 
2018, and since the publication of hacked password databases (e.g., Scher-
schel, 2019). The use of private devices for work purposes, for example, also 
known as “bring your own device” (BYOD) not only has the benefit of in-
creasing employee flexibility and reducing company expenses, but also in-
creases security risks for company data (e.g., Gosh et al., 2013).  

Schwarzmüller et al. (2018) outline four core areas via which the digital 
transformation is impacting the workplace: 

• Effects on work-life-balance and health: Increased flexibility of time 
and location means that work and personal life are more compatible, 
yet there are also dangers in employees being constantly available and 
in the lack of boundaries between the professional and the personal. 
Moreover, digitalisation increases the density of information and work 
pressure employees deal with. Decisions have to be made quickly and 
when faced with uncertainty. Employees feel overwhelmed and have 
difficulty getting enough rest (Badura et al., 2018). 

• Increased use of information and communication technology: The in-
creased use of technology at work allows for higher standards, the 
provision of support to and control of work processes. Many aspects of 
work are becoming more automated and the importance of knowledge
-based work will increase. In addition, communication is happening 
more and more via new media, resulting in new forms of collaboration 
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(e.g., virtual teams). Managers are leading their teams over increasing 
distances and are using a variety of communication channels to stay in 
touch (e.g., messenger apps). 

• Changes to performance and talent management: With work becoming 
increasingly mobile and virtual, competencies in IT and problem-
solving, as well as lifelong learning are becoming essential. Working in 
digital environments and on shared documents increases the transpar-
ency of work processes and leads to more results-oriented work. 

• Changes in organisational hierarchies: Organisational hierarchies are 
becoming flatter due to transparency and the improved flow of infor-
mation (e.g., corporate wikis). Employee participation in decision-
making is also improved with the use of digital tools (e.g., feedback 
apps). 

The risk that a digitalised workplace poses is less so the increased use of 
digital technology and more so the work arrangements and conditions for 
the technology’s use (PsyGA, 2019). 

Future developments in, and needs and requirements for a digitalised 
workplace 

Companies consider the availability of IT infrastructure (50.9 per cent), miss-
ing platforms and standards (26 per cent), and the selection of effective ap-
plications for collaboration (22.5 per cent) to be the technological challeng-
es of workplace digitalisation (Statista, 2019). They see additional challenges 
presenting themselves in the areas of data safety and security (48.8 per cent 
and 45.3 per cent), and in operational safety (35.1 per cent). Technical devel-
opments like the increased networking and communication capacities of in-
telligent devices in the “internet of things” (Mattern and Flörkemeier, 2010) 
are further accelerating digitalisation. Thus, companies and their employees 
have the opportunity for even more flexibility concurrent with increased re-
sponsibility to shape their own working conditions. Aside from the availabil-
ity of IT infrastructure, a further need presents itself in how employees and 
digital technologies can interact while preserving data safety within the com-
pany. 

Design recommendations for the digital workplace 

If employees are working on increasingly flexible schedules, independently of 
location and more autonomously, job designs must be needs-based and cus-
tomised according to the company’s and the employees’ requirements 
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(IFAA, 2018).  

The following recommendations can be made at the organisational and man-
agerial levels (Schwarzmüller et al., 2018; IFAA, 2016 and 2018): 

• Effects on work-life-balance and health: Create healthy working condi-
tions concurrent with sensitising managers. 

• Increased use of information and communication technology: Create 
transparent and binding rules, and clearly formulate expectations. 

• Changes to performance and talent management: Offer training and 
qualification programmes in IT and in the development of problem-
solving competencies; Establish a culture in which mistakes are dealt 
with constructively. 

• Changes in organisational hierarchies: Establish a culture of trust and a 
people-oriented leadership style (cooperation, recognition). 

Recommendations for the design of human-technology interaction 

Within a single firm, the interactions between people, technology, processes 
and external factors get very complex. Increasing digitalisation, networked 
devices and automation further contribute to the complexity.  

In order to ensure data and operational safety within the context of digital 
transformation, companies must be seen as a whole, so that all available re-
sources are considered. There are limits to the attempt to entirely replace 
human occupations with automation. These limits present themselves, for 
example, in cases of decision making under uncertainty and in the ability to 
improvise. Automation can also lead to misunderstandings and problems in 
the interactions between people and the technology (Sarter et al., 1997). As 
“team players”, technologies should be created so that it is clear who is re-
sponsible for what aspect of the task at hand, what condition the team part-
ner is in, and what their intentions are (Klein et al., 2004). This can lead to 
increased organisational resilience, enabling an organisation to recover more 
quickly from unexpected events such as an attack on its data (Hollnagel et 
al., 2006). 

The interface of an IT-operated external infusion pump serves as an example 
from the health sector (Nemeth et al., 2008): As a “team player”, the device 
shows medical staff the current course under current settings, and the fu-
ture course at any given setting. A graphic display supports pattern recogni-
tion and quick treatment in case of any unexpected developments. 
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Underlying design recommendations can be drawn from the use of digital 
technology in a variety of fields such as security, communication or produc-
tion technologies. When combined with the recommendations for organisa-
tional structure and leadership, human beings with their strengths and their 
needs could take centre stage in the design of the digital workplace. 
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